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Polynomial Multiplication is the Bedrock

Q Number Theoretic Transform (NTT) is necessary

dg by
dj b,
d; b,
ds b;

Polynomial Multiplication
Complexity: O(n?)

NTT

NTT -2

After NTT
Complexity: O(nlogn)
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NTT Acceleration is Essential

O From profiling, 32~50% of execution time is spent on NTT/InvNTT

CRYSTAL-KYBER CRYSTAL-DILITHIUM

Keccak
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Keccak
32%
NTT&INnVNTT
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NTT Acceleration is Hard!
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NTT Acceleration is Hard!

» Complicated data dependencies
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NTT Acceleration is Hard!

» Complicated data dependencies

> Heavy multiplication with division-based modulo operation

: ¢ :
Polynomial |a2 z Sive Jaz| Polynomial
las K& 06_2/\09_5:><g|a6 coefficients

coefficients
ai I

_ '\/v C ° >
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Existing Solutions

) @
R ASIC QQCompute-in-Memory
LEIA [CICC ’18], Sapphire [ISSCC ’19], ... Recryptor [JSSC 18], Duality Cache [ISCA ’19], ...
Q Low efficiency mp 0O Potential high efficiency
o Frequent data movement o Reduced data movement
Q Limited flexibility a High flexibility
o Dedicated modular multiplier o General vector processing units

Q How to achieve efficient & flexible NTT acceleration?
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Challenges for Memory-Centric NTT

Observations:

Q Inefficient data layout incurs redundant shifts

Contribution 1:
Shift-optimized data layout to avoid redundant shifts

Q Bit-parallel modular multiplication has unnecessary carry propagations

Contribution 2:
Carry-save modular multiplication to avoid carry propagations



Overview of Our Solution: BP-NTT



Overview of Our Solution: BP-NTT

BP-NTT repurposes LLC to perform bitline computing



Overview of Our Solution: BP-NTT

BP-NTT repurposes LLC to perform bitline computing
High security -’ High Throughput _/lja} d



Overview of Our Solution: BP-NTT

BP-NTT repurposes LLC to perform bitline computing
High security (&) High Throughput _/lja} «’

BP-NTT uses shift-optimized data alignment



Overview of Our Solution: BP-NTT

BP-NTT repurposes LLC to perform bitline computing
High security (&) High Throughput _/lja} «’

BP-NTT uses shift-optimized data alignment
Low Latency &« = @ Low Energy



Overview of Our Solution: BP-NTT

BP-NTT repurposes LLC to perform bitline computing
High security (&) High Throughput _/ﬁ «’

BP-NTT uses shift-optimized data alignment
Low Latency &« = @ Low Energy

BP-NTT employs bit-parallel modular multiplication



Overview of Our Solution: BP-NTT

BP-NTT repurposes LLC to perform bitline computing
High security (&) High Throughput _/ﬁ «’

BP-NTT uses shift-optimized data alignment
Low Latency &« = @ Low Energy

BP-NTT employs bit-parallel modular multiplication
low Latency & & = 2 Small Area
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BP-NTT repurposes LLC to perform bitline computing
High security -’ High Throughput = 53’ d
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BP-NTT: Repurposed LLC

Q BP-NTT repurposes LLC to perform bitline computing [1]
o High security

"""""""""""""" .~ Bank  |f " 2b6bits
CORE CTRL [Sub] '} [2[5L Q)

f 8|8p .

L1/L2 Cache CMD larayl /| |8]8]i| Subarray
Sub || Sub =)= 5

LLC | BP-NTT arvay] farray il




BP-NTT: Repurposed LLC

Q BP-NTT repurposes LLC to perform bitline computing [1]

o High security
o High parallelism

——————————————————————————

L1/L2 Cache CMD/ |array
Sub || Sub
LLC | BP-NTT || array

I e e e e s e e S

256 bits

Subarray

Decoder0
Decoder1

___________________________
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Q BP-NTT repurposes LLC to perform bitline computing [1]
o High security

o High parallelism jLB Vief jL

NV v

e Bank a 256 bits ! L XOR—
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BP-NTT: Repurposed LLC

Q BP-NTT repurposes LLC to perform bitline computing [1]

o High security

o High parallelism

o <2% area overhead in 256x256 array

——————————————————————————

I e e e e s e e S

Bank . 256 bits  ,;
cTRU [Suwp |/ (B 3
CMD| larray| /' :(§|8|:| Subarray [
Sub|i[Sub]: 88T _ ™
array|:|array|' | SA |

____________________________________

IT'B Vrlef
[

1

NSNS

Dout,.; >~__MUX _~ Dout,,

—"

X __MUX ~ Clk
|

Q

| En

Dout,,
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Overview of Our Solution: BP-NTT

BP-NTT uses shift-optimized data alignment
Low Latency &« = @ Low Energy
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Motivation for Shift-optimization

aQ ~50% operations of 256-point 16-bit NTT are shifting in bit-serial

a Shifting destroys parallelism due to bit-by-bit shift fashion
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BP-NTT: Shift-optimized Data Alignment

Q Inefficient data layout incurs redundant shifts

Q 4-step stage is simplified into 2-step

hd
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Write back
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. Step 1: Modular mult

@R Step 2: Shift & Write back
. Step 3: Add & Sub
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Step 2: Add & Sub
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Q Shift-optimized Data Alignment
o Place coefficient per row
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BP-NTT: Shift-optimized Data Alignment

Q Shift-optimized Data Alignment
o Place coefficient per row
o No shift operations to align data

16-bit

8 rows
S

Add

4o Sub

7
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Step 1: Modular mult
Step 2: Add & Sub
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BP-NTT: Shift-optimized Data Alignment

Q Shift-optimized Data Alignment
o Place coefficient per row
o No shift operations to align data
o Enable bit-parallel multiplication

16-bit

Add

8 rows
S

4o Sub

7
Lo

Step 1: Modular mult
Step 2: Add & Sub
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Overview of Our Solution: BP-NTT

BP-NTT employs bit-parallel modular multiplication
& A small Area

Low Latency
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Q Carry propagation ruins the parallelism from in-SRAM computing

o High computing complexity

o Low parallelism (require extra columns for overflow bits)
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o High computing complexity
o Low parallelism (require extra columns for overflow bits)
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Motivation for carry-save multiplication

aQ Multiplication is based on multiple additions

Q Carry propagation ruins the parallelism from in-SRAM computing
o High computing complexity
o Low parallelism (require extra columns for overflow bits)

1111
1111 - +000 1
111 1| 4Pbitinputs Sum: 1110 XOR ]
1111 0001 AND
+1111 mult Carry: 000 1
+1111 Sum: 01100 XOR L _niters
+ 1111 v 00010 AND
|1 110000 1| 8-bit result Carry: 00010
Multiplication \mod -
Complexity: O(n?)  4-bit result Addition Complexity: O(n)
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Q Bit-parallel modular multiplication has unnecessary carry propagations

0 Multiplication O(n?) is reduced into O(n) inspired by carry-save addition
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Q Bit-parallel modular multiplication has unnecessary carry propagations

0 Multiplication O(n?) is reduced into O(n) inspired by carry-save addition

1111
+ 0001
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Sum: 11 1 0 XOR +o oo 1| A-bitinputs
Carry: 0 8 8 (1) 1 AND Sum: ‘1 T 1 o“ XOR
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Carry: 00010

Carry-save Addition
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BP-NTT: Bit-Parallel Modular Multiplication

Q Bit-parallel modular multiplication has unnecessary carry propagations

0 Multiplication O(n?) is reduced into O(n) inspired by carry-save addition

1111
+ 0001
1111 “F
Sum: 11 1 0 XOR +o oo 1| A-bitinputs
S @ 8 8 (1) 1 AND Sum: ‘1 1 1 O_‘ XOR
: Carry: |0 0 O 1| AND
Sum: 01100 XOR BP-NTT
00010 AND 4-bit results
Carry: 00010

Carry-save Addition
Complexity: O(1)

...... n iters
Carry-propagation
Addition Complexity: O(n) Check paper for details
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BP-NTT: Overall Architecture

High-performance, low-overhead, energy-efficient and flexible NTT engine

: ./ Bank N 256 bits
| CORE ./ CTRU [Sub] /i35 Q1)
" [ L1/L2 Cache | CMDI larayl/ {[8/8]i| Subarray =8
| - [Sub|:[Sub]: lBlofl E
| LLC | BP-NTT ey array) =S
Security & FIeX|b|I|ty
" Tile 0 Tile 1 Tile7 BLB Vief BL
Qa S
~ N
ar | > ORY XOR |AND
256- < € | Douty;>_ MUX _~Douty,
@249 X MUX _~ Clk
i Intermediate Q E”
AINNRRRNRNNNNNRRRRRRRRRRRRANANRNEEEN] :
Dout,
Throughput & Low-overhead

Input: n-bit A =
where n >2and M 1 R

(an_l, - ao), B = (bn—l, - bo), M < R= 2”,

Output: ABR™* mod M

g Y el Y o S Sy Y
SARC AN el =

17:

LR eERPNE

Sum := (Sp—1,..,80) =0 // Initialize
Carry := (en—1,.-,¢0) =0
P :=Sum+ Carry << 1 .=
for . =0,n—1do
if a; == 1 then // Implicit compare
cl, sl = {Sum& B, Sum @ B}
Carry <<1 <— Oberservation 1
c2,Sum = {Carry & s1,Carry ® s1}
Carry =cl|c2 lP=P+abB
end if
= (LSB(Sum) ==1)? M : 0 /lm=M or0
cl,s1 ={Sum&m,Sum® m}
s1>>1 <— Oberservation 2
c2,s2={s1&cl,s1® cl}
c3,Sum = {Carry & s2,Carry ® s2}
Carry = c2|c3 IP=P+m; P>>1

end for

19



BP-NTT: Overall Architecture

High-performance, low-overhead, energy-efficient and flexible NTT engine

Co 4 Bank o4 256 bits ! Input: n-bit A = (an—1,...,a0), B = (bp—1,...,b0), M < R = 2",
: ! W N where n > 2 and M 1 R
- CORE . CTRU [Swp | |/ [Bf% > 1
1 : i ”' | O] O[T @: Output ABR mOd M
: . |ICMD| |array|; |3|8|!| Subarray o 1: Sum:= (Sp_1,...,80) =0 // nitialize
- | L1L2Cache | =i |Saf Y Bl 2 Carry =(en 1, 0) =0 )
i o u ' u S . 3;: P:=Sum+ Carry <<1 =i
: LLC BP-NTT o arra : arra v [===-=-°-"-" I ! 4: for i =0,n—1 do
: : l V : V : ! : | SA | ! 5: if a; == 1 then // Tmplicit compare
— 6: cl,s1 ={Sum& B, Sum @ B}
7 Carry <<1 <— Oberservation 1
Securlty & FleXIblllty 8: a2, Sum:{Clarry&sl,CarryEle}k/
. . 9: Carry=cl|c2 P=P+aa;B
a S 11: = (LSB(Sum) ==1)? M : 0 /Im = M or 0
0 —_ . 12: cl,s1 ={Sum&m,Sum® m}
a 13: sl1>>1 <— Oberservation 2
256 1 %‘ % ORV @XOR AND 14: c2,s2={s1&cl,s1® cl}
N 15: c3,Sum = {Carry & s2,Carry ® s2}
o o DOUtn 1\ MUX /DOUtn+1 16: Carry = c2|c3 I/P=P+m; P>>1
4249 \ MUX / Clk 17: end for
Intermediate ' En
RN AR RN R RN NN RN AR RN RRREANA Q . Laten Cy
Dout,

Throughput & Low-overhead
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Evaluation Methodology

Q Tools:

o PyMTL3 and OpenRAM for generating SRAM arrays
o Synopsys Design Compiler for extracting latencies
o Cadence Innovus for area consumption

Q The array size of BP-NTT is 256x256 following the ARM Cortex-MO+
microcontroller

Q Area consumptions of in-ReRAM baselines are from DESTINY simulator

o Optimistically estimated with only subarray area consumption excluding complex
peripheral circuitry
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Comparison among Designs

O Results are normalized to BP-NTT

ONPOOO

B BP-NTT M Sapphire ™ CryptoPIM

RM-NTT B MeNTT

MeNTT: High overhead

and low energy efficiency
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aQ With fixed polynomial order of 256

A #Clock Cycles (1076) = Energy,

0.75
0.00

0.75
0.00

2 4 8 16 32 64
Bitwidth

a With fixed bitwidth of 16
A #Clock Cycles (1076) = Energy (uJ/NTT)

32 64 128 256 512 1024 2048 4096
Polynomial order

22



Flexibility Analysis

Parallelism decreases with
increased bitwidth

aQ With fixed polynomial order of 256

A #Clock Cycles (1076) = Energy,
0.75

0.75
0.00 . — 0.00
2 4 8 16 32 64
Bitwidth Extra shift overhead is
Q With fixed bitwidth of 16 introduced to handle large
polynomial order

A #Clock Cycles (1026) = Ener

4
0

32 64 128 256 512 1024 2048 4096
Polynomial order
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Conclusion
BP-NTT repurposes LLC to perform bitline computing @) 3%

BP-NTT uses shift-optimized data alighment @

BP-NTT employs bit-parallel modular multiplication S @

BP-NTT can achieve up to 138x throughput-per-power
than state-of-the-art with minimal area @
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