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Cryptographic hash algorithm

Q loT security highly relies on data integrity to authenticate identity
Q In engineering, cryptographic hash algorithm is adopted for data integrity

Q Practically infeasible to invert or reverse the hash computation

TLS

Transport Layer Security Quantume-resistant TLS
in loT (Amazon loT Core) inloT



More challenges in |oT Era



More challenges in |oT Era

Q Attackers can effortlessly obtain physical access to edge devices



More challenges in |oT Era

Q Attackers can effortlessly obtain physical access to edge devices

Q Hardware resources are highly constrained in loT devices



More challenges in |oT Era

Q Attackers can effortlessly obtain physical access to edge devices
Q Hardware resources are highly constrained in loT devices

Q Performance matters especially in internet of vehicles



More challenges in |oT Era

Q Attackers can effortlessly obtain physical access to edge devices
Q Hardware resources are highly constrained in loT devices
Q Performance matters especially in internet of vehicles

Q Energy consumption matters since loT is powered by battery



More challenges in |oT Era

Q Attackers can effortlessly obtain physical access to edge devices
Q Hardware resources are highly constrained in loT devices

Q Performance matters especially in internet of vehicles
d

Energy consumption matters since loT is powered by battery

Demand for low-latency, high-throughput and
energy-efficient hashing in loT devices
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Overview of Our Solution: Inhale

aQ On-chip Hashing -> high security level
o Perform all the operations within the chip (trusted computing base)

Inhale can achieve up to 14x throughput-per-
area, 172x throughput-per-area-per-energy
than state-of-the-art

0 In-Place Read/Write Strategy -> low overhead
o Carefully design read/write order and address to save memory capacity




Bitline Computing used in Inhale

[1] Aga, Shaizeen, et al. “Compute caches.” HPCA 2017

10



Bitline Computing used in Inhale

Q Bitline Computing [1]

[1] Aga, Shaizeen, et al. «

Compute caches.” HPCA 2017

WLl

WLl

VREF | B

]
937 YA
—

ANORB A AND B

10



Bitline Computing used in Inhale

Q Bitline Computing [1]

o Activate two wordlines simultaneously

WLl

|

]
937 YA
—

WLl

VREF | B

ANORB A AND B

[1] Aga, Shaizeen, et al. “Compute caches.” HPCA 2017

10



Bitline Computing used in Inhale

Q Bitline Computing [1]
o Activate two wordlines simultaneously WL l
o Inherently perform logic operations

|

]
937 YA
—

WLl

VREF | B

ANORB A AND B

[1] Aga, Shaizeen, et al. “Compute caches.” HPCA 2017

10



Bitline Computing used in Inhale

Q Bitline Computing [1]
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NOR

[1] Aga, Shaizeen, et al. “Compute caches.” HPCA 2017

WL l E ILBL
ST

WL l | ,L

VBL jV:E;%_OI

¥ W

NOR

10



Bitline Computing used in Inhale

Q Bitline Computing [1]

o Activate two wordlines simultaneously

WL l
o Inherently perform logic operations —_ ’Q Y
NOR 04[>>—1

AND
WL l

| VrRed < | VBL

AND

[1] Aga, Shaizeen, et al. “Compute caches.” HPCA 2017 10



Bitline Computing used in Inhale

Q Bitline Computing [1] BL : BL
o Activate two wordlines simultaneously WL l l
o Inherently perform logic operations = ’Q i
NOR 0 [> 1
AND :
o Additionally support other logic operations wils l {>< l
1 — 1
<t
| VRed < |VBL

AND

[1] Aga, Shaizeen, et al. “Compute caches.” HPCA 2017 10



Bitline Computing used in Inhale

Q Bitline Computing [1]
o Activate two wordlines simultaneously

o Inherently perform logic operations

NOR
AND

o Additionally support other logic operations
XOR

[1] Aga, Shaizeen, et al. “Compute caches.” HPCA 2017

10



Bitline Computing used in Inhale

Q Bitline Computing [1]
o Activate two wordlines simultaneously

- - BLB BL
o Inherently perform logic operations Vref
NOR -
AND
o Additionally support other logic operations
XOR

OUT;

Sense Amplifier Design

[1] Aga, Shaizeen, et al. “Compute caches.” HPCA 2017 10



Bitline Computing used in Inhale

Q Bitline Computing [1]
o Activate two wordlines simultaneously

- - BLB BL
o Inherently perform logic operations Vref
NOR -
AND
o Additionally support other logic operations
XOR

o Provide high parallelism

OUT;

Sense Amplifier Design

[1] Aga, Shaizeen, et al. “Compute caches.” HPCA 2017 10
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Q 76% operations of SHA-3 are shifting in a vanilla PIM architecture

aQ 90% shifting operations are inter-lane
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1600-bit State
in SHA3
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Prior works

Q Existing Data Alignments
o JSSC’18: O
= highly utilize the parallelism =

ISCA’18:

shift implicitly

high latency (>10x JSSC’18)
high control overhead

= hard for inter-lane and intra- =
lane shift .
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Inhale: Shift-optimized Data Alignment

Q Shift-optimized Data Alignment

320 bits
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Lane |

Lane J

Lane K

Lane L

Lane M

Lane N

Lane O

Lane P

Lane Q

Lane R

Lane S

Lane T

Lane U

Intermediate

Lane V

Lane W

JSSC’18

Lane X

Lane Y

1 bit

Lane F|Lane E|Lane D|Lane C|Lane B|Lane A

ISCA’18
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Inhale: Shift-optimized Data Alignment

Q Shift-optimized Data Alignment
o Place lane per row
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Lane M

Lane N

Lane O

Lane P
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Inhale: Shift-optimized Data Alignment

Q Shift-optimized Data Alignment
o Place lane per row

64 bits
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Lane B
Lane C
Lane D
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Inhale: Shift-optimized Data Alignment

Q Shift-optimized Data Alignment
o Place lane per row

o Inter-lane shifts are costless with the controller

64 bits
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Lane F

Proposed Inhale

320 bits

Lane A

Lane B

Lane C

Lane D
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Inhale: Shift-optimized Data Alignment

Q Shift-optimized Data Alignment
o Place lane per row

o Inter-lane shifts are costless with the controller

64 bits

Lane A First inter-lane shift, then one XOR

Lane B 320 bits

L ane C I:m*fmn-a--banrefane-aiLane E

Lane D Lane F|Lane G|Lane H| Lane | | Lane J

Dane'E Lane K| Lane L |Lane M|Lane N|Lane O

Lane F Lane P|Lane Q|Lane R|Lane S|Lane T
______ Lane U|Lane V|Lane W|Lane X|Lane Y

Proposed Inhale

Intermediate

JSSC’18

1 bit

Lane F|Lane E|Lane D|Lane C|Lane B|Lane A

ISCA’18
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Inhale: Shift-optimized Data Alignment

Q Shift-optimized Data Alignment
o Place lane per row

o Inter-lane shifts are costless with the controller

64 bits

Lane A First inter-lane shift, then one XOR

Lane B 320 bits
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Dane'E Lane K| Lane L |Lane M|Lane N|Lane O

Lane F Lane P|Lane Q|Lane R|Lane S|Lane T
______ Lane U|Lane V|Lane W|Lane X|Lane Y

Proposed Inhale

Intermediate

JSSC’18

1 bit

Lane F|Lane E|Lane D|Lane C|Lane B|Lane A

ISCA’18

64
XORs

13



Inhale: Shift-optimized Data Alignment

d

Shift-optimized Data Alignment
o Place lane per row

o Inter-lane shifts are costless with the controller

64 bits

Lane A First inter-lane shift, then one XOR

Lane B 320 bits

L ane C I:m*fmn-a--banrefane-aiLane E

Lane D Lane F|Lane G|Lane H| Lane | | Lane J
One XOR Lane E Lane K| Lane L |Lane M|Lane N|Lane O
w/o shift Lane F Lane P|Lane Q|Lane R|Lane S|Lane T

______ Lane U|Lane V|Lane W|Lane X|Lane Y

Proposed Inhale

Intermediate

JSSC’18

1 bit

64
XORs

Lane F|Lane E|Lane D|Lane C|Lane B|Lane A

ISCA'18 13



Inhale: Shift-optimized Data Alignment

Q Shift-optimized Data Alignment
o Place lane per row

o Inter-lane shifts are costless with the controller

o Intra-lane shifts are performed with small shifters

1 bit

64 bits

Lane A First inter-lane shift, then one XOR

Lane B 320 bits

L ane C I:m*fmn-a--banrefane-aiLane E

Lane D Lane F|Lane G|Lane H| Lane | | Lane J
One XOR Lane E Lane K| Lane L |Lane M|Lane N|Lane O
w/o shift Lane F Lane P|Lane Q|Lane R|Lane S|Lane T

______ Lane U|Lane V|Lane W|Lane X|Lane Y

Proposed Inhale

Intermediate

JSSC’18

Lane F|Lane E|Lane D|Lane C|Lane B|Lane A

ISCA’18

64
XORs

13



Inhale: Shift-optimized Data Alignment

Q Shift-optimized Data Alignment
o Place lane per row

o Inter-lane shifts are costless with the controller

o Intra-lane shifts are performed with small shifters

o Well balance the performance and overhead

1 bit

64 bits

Lane A First inter-lane shift, then one XOR

Lane B 320 bits

L ane C I:m*fmn-a--banrefane-aiLane E

Lane D Lane F|Lane G|Lane H| Lane | | Lane J
One XOR Lane E Lane K| Lane L |Lane M|Lane N|Lane O
w/o shift Lane F Lane P|Lane Q|Lane R|Lane S|Lane T

______ Lane U|Lane V|Lane W|Lane X|Lane Y

Proposed Inhale

Intermediate

JSSC’18

Lane F|Lane E|Lane D|Lane C|Lane B|Lane A

ISCA’18

64
XORs
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Inhale: In-place read/write strategy

0 In-place read/write strategy
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Inhale: In-place read/write strategy

0 In-place read/write strategy

o Read/write order and address are carefully designed to save memory capacity and
maintain generality of our solution in varied loT devices

14



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSy

my|l OHl OHl @H >}
o o o o o

I CcT, 1

SA

Shifter|

4 XORs

One round of SHA-3
CT4=XOR(E,J0,00,To,Y0)
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Inhale: In-place read/write strategy

25 rows
N/ N
-| <H n1ﬂ OHl OHl DOHI >H
o o o o o o

6 rQqws

TSy

I CcT, 1

SA_|

4 XORs

One round of SHA-3
CT4=XOR(E,J0,00,To,Y0)
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Inhale: In-place read/write strategy

TSy

25 rows

Ay 4 N\
|'<- mﬂc-om:b
) ) S o o &

6 rQqws

One round of SHA-3
CT4=XOR(E,J0,00,To,Y0)
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Inhale

TSo TS,
H Ao H H Ao H
{ Bo H H Bo H
ol | CoHHGCoH
a . .
; H{ Do H H Do H
Y . :
H Eo H H Eo H
' Yo H H Yo H
ICT, H
2
<y
©
HCTsH HCT4 H
SA |L_SA
Shifter|lShifter

4 XORs 1bit shift

In-place read/write strategy

One round of SHA-3
CT4=XOR(E,J0,00,To,Y0)

CT4=rot(CT4,1)

15



Inhale: In-place read/write strategy

TSo TS,
One round of SHA-3
I Ao il Ao | CT4=XO*R(E0’JO,OO;T01YO)
. . CT,=rot(CT,,1)
B, | Il B, |
ol Hcolf lf col
a : ,
; H{ Do H H Do H
N . .
L Eo || || Eo |
Yo H 1 Yo |
Iy !
2
<y
({e]
HCT,sHIHCT,
\
SA |L_SA
Shifter i

4 XORs 1bit shift 1 5



Inhale: In-place read/write strategy

TSo TS,
One round of SHA-3
I Ao il Ao | CT4=XO*R(E0’JO,OO;T01YO)
. . CT,=rot(CT,,1)
B, | Il B, |
ol Hcolf lf col
a : ,
; H{ Do H H Do H
N . .
L Eo || || Eo |
Yo H 1 Yo |
lcTs ‘
2
<y
({e]
HCT,sHIHCT,
\
SA |L_SA
Shifter i

4 XORs 1bit shift 1 5



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS, TS,
H Ao H H Ao H [{ Ao |
{ BoHHBoHHBo H
H CoHHCoHHCoH
{ Do H HDoHH Do H
Y EoH HEoHH Eo H
H Yo H H YoHH YoF
H HCT4s'H HCT4'H
1 lCT, H
HCT4sH HCT4H HCT4H

SA _||L_SA SA
ShifterllShifter||Shifter

4 XORs 1bit shift 4 XORs

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4'=rot(CT4,1)
CT1=X0R(B01G0! L01Q01V0)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSy TS, TS,

I A, H
| B, H
I ¢, |
Do H oo | ] Do |
Eo H | Eo | .
=]
H Yo H H YoHH YoF
| et H Hets |l
| | | et 1
ISAR AR EA!
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One round of SHA-3
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Inhale: In-place read/write strategy
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Inhale: In-place read/write strategy

25 rows

6 rQqws
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Fyvo HH Yo HH Yol Yol
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_ | er || (fer |
EARNEARNEA R A
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Shifter||Shifter||Shifter|[Shifter
4 XORs 1bit shift 4 XORs XOR

One round of SHA-3
CT4=XOR(E0,J0,00,To,Y0)
CT4=rot(CT4,1)
CT1=X0R(801GO’L01Q01V0)
FTo=XOR(CT,,CTy’)
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Inhale: In-place read/write strategy

25 rows

6 rQqws
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1 DoH HDoH { Do H f{ Do H
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Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS;

1 Ao H HAo H H{ Ao H [{ Ao |

HBoHHBoHHBoH [ Bo H

HCoHHCoHHCoH [ CoH

1 DoH HDoH { Do H f{ Do H

B0 f{ [[Eo f{ [LBoI{ (LB} In-place

1 Yo | Yo 1| U YO 1l YO | Operatlon
I e I eT. |

EARNEARNEA R A

SA_|L_SA SA SA

Shifter||Shifter||Shifter|[Shifter

4 XORs 1bit shift 4 XORs XOR

One round of SHA-3
CT4=XOR(E,J0,00,To,Y0)
CT4'=rot(CT4,1)
CT]_:XOR(BO,GO’LO!QO’VO)
FT0=XOR(CT1,CT4*)

15



Inhale: In-place read/write strategy

TSo TS, TS, TS; TS, 0 d of SHA-3
ne rounda o -

25 rows

6 rQqws

( 1 AO 1 AO 1l U AO 1l U AO i AO 1 CT4=XOR(E01J01005T01Y0)
: I : . : CT4*=rot(CT4,1)
IBoHllBoH HBo H Il Bo H | Bo | CT1=XOR(B0,Go,L0,Q0,V0)

. . . . . FTo=XOR(CT4,CTy))

HCoHHCoHHCoHHCoHH CoH
. . . . . CT1'=rot(CTy,1)

HDoH HDoH HDoHH DoH H Do R
[Edl (=] (=] = | In-place
=== 1 operation
= .

| et Yl et

L et J|fer.H Here]
EAREANEANEA R EA!
.

SA || _SA SA SA SA

Shifter] [Shifter| [Shifter] [Shifter] [Shifter]
4 XORs 1bit shift 4 XORs XOR  1bit shift 15




Inhale: In-place read/write strategy

TSo TS, TS, TS; TS, 0 d of SHA-3
ne rounda o -

25 rows

6 rQqws

( 1 AO 1 AO 1l U AO 1l U AO i AO 1 CT4=XOR(E01J01005T01Y0)
: I : . : CT4*=rot(CT4,1)
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. . . . . FTo=XOR(CT4,CTy))
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. . . . . CT1'=rot(CTy,1)

HDoH HDoH HDoHH DoH H Do R
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= .
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.
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Shifter] [Shifter| [Shifter] [Shifter] [Shifter]
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Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs
1 Ao H HAoHHAoHHA HHAHH Ao}
HBoHHBoHHBoH [{BoHfH{BoH[{ BoH
HCoHHCoHHCoHHCoHHCoHH Co}
HDoHHDoHHDoHH{DoHHDoH [{f PoH
B0 f{ [[Eo f{ [LBoI{ (LB} In-place
=== 1 operation
H HCTJSHIHCTSH
I I e, FlH er. H era Ul et}
| l |  cTs i
el Heral| el Her. | Her.H Her.}
SA |L_SA SA SA SA |L_SA |
Shifter||Shifter||Shifter||Shifter|[Shifter|[Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4'=rot(CT4,1)
CT1=XOR(B0,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)
CT3=XOR(Dg,l0,No,S0,X0)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe
HA HHAHHA HHAHHA HH Ao H I Ao |
HBoHHBoHH{BoHH{BoHHBoHUHBoHH Bo[
HCoHHCoHHCOHHCoHHCoHHSCoHH Co}
HDoHHDoHHDoHHDoHHDoHHBPoH H Do |
B0 f{ [[Eo f{ [LBoI{ (LB} In-place
1 Yo | Yo 1| U YO 1l YO | Operatlon

| et Yl et [FTo H H FTo |

I et Wl Her Y HereHl Hero Y| TFr|H

- - - I et Hers)
FARNEANEANEANEGA R SGA R EA!
SA |L_SA SA SA SA |L_SA SA
Shifter||Shifter||Shifter||Shifter|[Shifter|[Shifter||Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(By,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)

CT3=XOR(D0,|0,N0,SO,X0)
FT,=XOR(CT5,CTy)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe
HA HHAHHA HHAHHA HH Ao H I Ao |
HBoHHBoHH{BoHH{BoHHBoHUHBoHH Bo[
HCoHHCoHHCOHHCoHHCoHHSCoHH Co}
HDoHHDoHHDoHHDoHHDoHHBPoH H Do |
B0 f{ [[Eo f{ [LBoI{ (LB} In-place
1 Yo | Yo 1| U YO 1l YO | Operatlon
| et Yl et [FTo H H FTo |

I [ e WIer: {Wer] -CT1*—I-FT2

. 2 | =

- - - I et Hers)
FARNEANEANEANEGA R SGA R EA!

SA |L_SA SA SA SA |L_SA SA
Shifter||Shifter||Shifter||Shifter|[Shifter|[Shifter||Shifter

4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(By,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))
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CT3=XOR(D0,|0,N0,SO,X0)
FT,=XOR(CT5,CTy)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe TS,
H A HHAHHAHHA HHAHHAHIH Ao H H Ao R
HBo{HHBoHHBoH {BoHHBoHHBoH H{BoHH Bo[
HCoHHCOHHCoHHCoHHCoHHCoHHCoHH CoR
HDoHHDoHHDoHH{DoHHDoHHBPoHHDoH H Do H
1LB0 f{ [[Eo ff [LBoJ [LEoJi In-place |
=== =1 operation |

| et Yl et EANEN

I il EAl ER N EE EA T EA

. | =

- - - | ers|| et fersh
FANEANEANGANESGA RN EARNEA R A
SA_|L_SA SA SA SA_|L_SA SA SA_ |
Shifter||Shifter||Shifter|[Shifter|[Shifter||Shifter||Shifter||Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(By,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)
CT3=XOR(D0! IO! NO,SO,XO)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe TS,
H A HHAHHAHHA HHAHHAHIH Ao H H Ao R
HBo{HHBoHHBoH {BoHHBoHHBoH H{BoHH Bo[
HCoHHCOHHCoHHCoHHCoHHCoHHCoHH CoR
HDoHHDoHHDoHH{DoHHDoHHBPoHHDoH H Do H
1LB0 f{ [[Eo ff [LBoJ [LEoJi In-place |
=== =1 operation |
| et Yl et EANEN

I nisAlEA EE SR EA N EA!

. | =

i i rll_.‘
- - - | s -CTs-l-CTs*I

- - - < = < < —
FANEANEANGANESGA RN EARNEA R A
SA_|L_SA SA SA SA_|L_SA SA SA_ |
Shifter||Shifter||Shifter|[Shifter|[Shifter||Shifter||Shifter||Shifter
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FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)
CT3=XOR(D0! IO! NO,SO,XO)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe TS, TSg
HACHHAHHAH A HHAHHA HH A HH A [f Aot
HBoH HBoHHBoH | BoHH{BoHH{BoHHH{BoHHBo[H [{ Bo
HCoHHCoHHCOHHCoHHCoHHNCoHHNCoHHCoHH Co R
HDoHHDoHHDoHHDPoHHDoHHBPoHHDoHUHDoH H Do H
1LB0 f{ [[Eo ff [LBoJ [LEoJi In-place || |5}
== 1 operation [
et Ul cTa} EAYNEINEN
| I I [ | | |  cTo |
I nirAllEAl ERNEE EA T EA R EA!

. | =

i i rll_.‘ i
| I I | e | -CTs-l-CTs* I-CT3*—

T T T T T T T P — T
FANEAYEGANGAN AN AN AR AN ESA!
SA_|L_SA SA SA SA_|L_SA SA SA_|L_SA
Shifter||Shifter||Shifter|[Shifter|[Shifter||Shifter||Shifter||Shifter||Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(By,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)

CT3=XOR(D0,|0,N0,SO,X0)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)
CT0=X0R(A01 FO! K01P01 UO)
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Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe TS, TSg TS
HACH HAHHAHHAHHAHHA HHAHHA H[{A0H H Ao [
HBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoH H Bo H
ol fco o HllcoHHco HN o Hifcof Heo HH ol If ol
HDoHHDoHHDoHHDoHHDoHHPoHHDoHHDoHHDoH H Do
B0 f{ [[Eo f{ [LBoI{ (LB} In-place || [LE| L5
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et Ul cTa} [ EToH HETo HETo HFTo H
| I I I J L L | et Herol
I niEANEANEE N ER NG N EAY AR EA!

. | =

i i rll_.‘ i i
I I I | [[cT. ] -CTs-l-CTs* I-CT3*— IEA

T T T T T T T B T T
AR EAN AN GANGANGAN AN AN ESEA R ESA!
SA |L_SA SA SA SA |L_SA SA SA |L_SA SA
Shifter||Shifter|[Shifter|[Shifter|Shifter||Shifter||Shifter||Shifter||Shifter||Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(By,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)
CT3=XOR(D0! IO! NO,SO,XO)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)
CT0=X0R(A01 FO! K01P01 UO)
FT4=XOR(CTO,CT3*)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe TS, TSg TS
HACH HAHHAHHAHHAHHA HHAHHA H[{A0H H Ao [
HBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoH H Bo H
ol fco o HllcoHHco HN o Hifcof Heo HH ol If ol
HDoHHDoHHDoHHDoHHDoHHPoHHDoHHDoHHDoH H Do
B0 f{ [[Eo f{ [LBoI{ (LB} In-place || [LE| L5
== 1 operation [
et Ul cTa} [ EToH HETo HETo HFTo H

| I I I J L L | et Herol

I niEANEANEE N ER NG N EAY AR EA!

. | =

i i rll_.‘ i —_

I I I | [[cT. ] -CTs-l-CTs* I-CT3*— IEA

T T T T T T T B T

AR EAN AN GANGANGAN AN AN A N EEA!

SA |L_SA SA SA SA |L_SA SA SA |L_SA SA
Shifter||Shifter|[Shifter|[Shifter|Shifter||Shifter||Shifter||Shifter||Shifter||Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(By,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)
CT3=XOR(D0! IO! NO,SO,XO)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)
CT0=X0R(A01 FO! K01P01 UO)
FT4=XOR(CTO,CT3*)
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Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe TS, TSg TS TS0
HACH HAHHAHHAHHAHHA HHAHHA HHAHH Ao [{ |{ Ao |
HBoH HBoHHBoHH {BoHH{BoH[{BoHHBoHHBoHHBoHHBo[H [{ Bo
HCoHHCOHHCOHHNHCOHHCOHHCOoHHCoHHCoHHCoHHCoHH Co [
HDoHHDoHHDoHH{DoHHDoHHPoHHDoHHDoHHDoHHDoH H Do H
1 Eo 1 Eo H Eo H Eo 1 In_place H Eo H H Eo H N Eo H
== 1 operation [T
et Ul cTa} feToH HFTo | HEToH HETo H f FTO I
| I I I J L L | et Hetol Herol
! NSAEAEE SR A TR EA Y EA R EGA!

. | =

i i rll_.‘ i —_ i
I I I | e, -CTs-l-CTa*I-CTs*— IEANVEA!

T T T T T T T P — T T
FANEAYEANEGANEA N EAYEGAN EAN AN GA R EA!
SA_|L_SA SA SA SA_|L_SA SA SA_|L_SA SA SA
Shifter||Shifter|[Shifter|[Shifter||Shifter||Shifter||Shifter||Shifter||Shifter||Shifter|[Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(By,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)

CT3=XOR(D0,|0,N0,SO,X0)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)
CT0=X0R(A01 FO! K01P01 UO)
FT4=XOR(CTO,CT3*)

CTo'= rot(CTo,1)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe TS, TSg TS TS0
HACH HAHHAHHAHHAHHA HHAHHA HHAHH Ao [{ |{ Ao |
HBoH HBoHHBoHH {BoHH{BoH[{BoHHBoHHBoHHBoHHBo[H [{ Bo
HCoHHCOHHCOHHNHCOHHCOHHCOoHHCoHHCoHHCoHHCoHH Co [
HDoHHDoHHDoHH{DoHHDoHHPoHHDoHHDoHHDoHHDoH H Do H
1 Eo 1 Eo H Eo H Eo 1 In_place H Eo H H Eo H N Eo H
== 1 operation [T
et Ul cTa} feToH HFTo | HEToH HETo H f FTO I

| I I I J L L | et Heo HleTy
! NSAEAEE SR A TR EA Y EA N GA!

. | =

i i rll_.‘ i —_ i
I I I | e, -CTs-l-CTa*I-CTs*— IEANVEA!

T T T T T T T P — T T
FANEAYEANEGANEA N EAYEGAN EAN AN GA R EA!
SA_|L_SA SA SA SA_|L_SA SA SA_|L_SA SA SA
Shifter||Shifter|[Shifter|[Shifter||Shifter||Shifter||Shifter||Shifter||Shifter||Shifter|[Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(By,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)

CT3=XOR(D0,|0,N0,SO,X0)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)
CT0=X0R(A01 FO! K01P01 UO)
FT4=XOR(CTO,CT3*)

CTo'= rot(CTo,1)
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Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS, TS TS3 TS, TSs TSe TS, TSg TSq TS10 TS1
HACH HA HHAHHAHHAHHA HHAHHA HHAHHAH [ Ao I Ao
{1 BoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHH Bo |
HCoHHCOHHC HHCOHHC HHCOHHC HHCHHC HHCHHCoHH Co }
HDoHHDoHHDoHHDPoHHDoHHBPoHHDoHHDoHHDoHHDoHHDoH H Do }
1 Eo 1 Eo H Eo H Eo 1 In_place H Eo H Eo H N Eo H H Eo H
ol TV 0 T 0 LT operatlon il T lER
H HCT4'HIHCT4'} HFToH HFToH HFToH HFToH HFToH HFTo}
g g g . g g g H HCToH HCTo HIHCTo"HI HCTo'}
g HIHCT: HIHCT: HIHCT HEHCT " HIHFT2 HI HFT-H HFTH HFT2H HFT2H HFT2

: L .
g g . - g g ' H H g g H HCT2}

i i rll—l‘ i —_ i i
g g . H HCTsH HCTs}| l CTs" I HCT'HIHFT2HIH FT2H HFTaH
HCT4H HCT4H HCT4H HCTsH HCTaH HCTaH HCT4aH HCT4H HCT4H HCT4H HCT4H HCTa H
SA_|[_SA SA SA SA_|[_SA SA SA_|[_SA SA SA SA
Shifter||Shifter||Shifter|[Shifter|[Shifter|[Shifter||Shifter||Shifter||Shifter||Shifter||Shifter||Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(By,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)
CT3=XOR(D0! IO! NO,SO,XO)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)
CT0=X0R(A01 FO! K01P01 UO)
FT4=XOR(CTO,CT3*)

CTo*=rot(CTo,1)
CT2=XOR(001 HO! MO! R01W0)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS, TS TS3 TS, TSs TSe TS, TSg TSq TS10 TS1 TS12
HACHHAHHAHHAHHAHHA HHAOHHA HHAHHA A HH Aol [{ Ao}
H{ Bo H H Bo H | Bo H HBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHH BoH
HCoHHCOHHC HHCOHHCOHHC HHCOHHCoHHC HHC HHCHHC HH CoH
HDoHHDoHHDoHH{DoHHDoHHPoHHDoHHDoHHDoHHDoHHDoHHDoH H Do H
1 Eo 1 Eo H Eo H Eo 1 In_place H Eo H Eo H N Eo H H Eo H H Eo i
H Yo HH YoHH YoHH Yo H Operatlon H HYoHHYoHHYoHHYoHH Yo H
H HCT4'HIHCT4'} HFToH HFToH HFToH HFToH HFToH HFToH HFTo H
g g g . g g g H HCToH HCToHIHCTo"HI HCTo'H HFTa1 |
g HIHCT: HIHCT: HIHCT HLHCTHIHFT2 HI H FT-H HFTH HFT2H HFT2H HFT2H HFT2
: L . =

g g . - g g ' H H g g H HCT2H HCT2}

i i rll—l‘ i —_ i i i
g g . H HCTsH HCTs}| l CTs" I HCT'HIHFT2HIH FT2H HFTsH HFTaH
HCT4H HCT4H HCT4H HCTasH HCTaH HCTaH HCT4H HCT4H HCT4H HCT4H HCT4H HCTasH HCTaH
SA_|[_SA SA SA SA_|[_SA SA SA_|[_SA SA SA SA SA
Shifter||Shifter||Shifter|[Shifter|[Shifter||Shifter||Shifter||Shifter||Shifter||Shifter||Shifter||Shifter|[Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(By,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)
CT3=XOR(D0! IO! NO,SO,XO)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)
CT0=X0R(A01 FO! K01P01 UO)
FT4=XOR(CTO,CT3*)

CTo'= rot(CTo,1)

CT2=XOR(001 HO! MO! R01W0)
FT1=XOR(CT2,CTO*)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS, TS TS3 TS, TSs TSe TS, TSg TSq TS10 TS1 TS12
HACHHAHHAHHAHHAHHA HHAOHHA HHAHHA A HH Aol [{ Ao}
H{ Bo H H Bo H | Bo H HBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHH BoH
HCoHHCOHHC HHCOHHCOHHC HHCOHHCoHHC HHC HHCHHC HH CoH
HDoHHDoHHDoHH{DoHHDoHHPoHHDoHHDoHHDoHHDoHHDoHHDoH H Do H
1 Eo 1 Eo H Eo H Eo 1 In_place H Eo H Eo H N Eo H H Eo H H Eo i
H Yo HH YoHH YoHH Yo H Operatlon H HYoHHYoHHYoHHYoHH Yo H
H HCT4'HIHCT4'} HFToH HFToH HFToH HFToH HFToH HFToH HFTo H
g g g . g g g H HCToH HCTo HIHCTo"HI HCTo'H IH FT1 |
g HIHCT: HIHCT: HIHCT HLHCTHIHFT2 HI H FT-H HFTH HFT2H HFT2H HFT2H HFT2
: L . =
g g . - g g ' H H g g H HCT2H HCT2}
i i rll—l‘ i —_ i i i
g g . H HCTsH HCTs}| l CTs" I HCT'HIHFT2HIH FT2H HFTsH HFTaH
HCT4H HCT4H HCT4H HCTasH HCTaH HCTaH HCT4H HCT4H HCT4H HCT4H HCT4H HCTasH HCTaH
SA_|[_SA SA SA SA_|[_SA SA SA_|[_SA SA SA SA SA
Shifter||Shifter||Shifter|[Shifter|[Shifter||Shifter||Shifter||Shifter||Shifter||Shifter||Shifter||Shifter|[Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(By,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)
CT3=XOR(D0! IO! NO,SO,XO)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)
CT0=X0R(A01 FO! K01P01 UO)
FT4=XOR(CTO,CT3*)

CTo'= rot(CTo,1)

CT2=XOR(001 HO! MO! R01W0)
FT1=XOR(CT2,CTO*)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe TS, TSg TS TS0 TS11 TS12 TS13
HACHHAHHAHHAHHAHHAHHAHHA HHAOHHA A HHAH [ Ao HI{ Ao|
H{BoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHH Bo H
HCoHHCoOHHC HHCOHHC HHCOHHC HHCoH HCoHHCoHHCoHHCHHCoHH Co |
{ DoHHDoHHDoHHDoHHDoHHDPoHHDoHHDoHHDoHHDoHUHDoHHDoHUHDoHH Do H
HEo HHEoHHEoHH EoH |n_p|ace H{HEoHHEoHHEoHHEoHHEoH H Eo |
1T Yo HHYoHHYoHH YoH Operatlon HHYoHHYoHHYoHH YoHH YoH H Yo}
et Ul cTa} [eToH HFTo HEToH HEToH HETo H HFTo H HETo | H FTo
| I I I | | I | et || Hero Hlllero i Hero | Wer Yl e, |
I NiEANEA I EEIIER G EAY GAYGAY AN GA N GAR A

: L : : :
| I I I ] i ' I I | el HerH Her}

i i rll_.‘ i —_ i i i i
I I I l lcTs -CT3—l-CT3*I-CT3*— IEANEAYGAYGARNEA!

T T T T T T T B T T T T T
el Heral el el el et et Het.H HetoH Hetoll el Heta | Het | e}
SA |L_SA SA SA SA |L_SA SA SA |L_SA SA SA SA SA SA
Shifter||Shifter||Shifter|[Shifter|[Shifter||Shifter||Shifter||Shifter||Shifter||Shifter||Shifter||Shifter|[Shifter||Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(B0,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)
CT3=XOR(D0! IO! NO,SO,XO)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)
CTo=XOR(Ao,Fo,Ko,Po,Uo)
FT;,=XOR(CT,,CTs")

CTo*=rot(CTo,1)
CT2=XOR(001 HO! MO! R01W0)
FT1=XOR(CT.,CTy)

CT,'= rot(CT,,1)
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Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe TS, TSg TS TS0 TS11 TS12 TS13
HACHHAHHAHHAHHAHHAHHAHHA HHAOHHA A HHAH [ Ao HI{ Ao|
H{BoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHHBoHH Bo H
HCoHHCoOHHC HHCOHHC HHCOHHC HHCoH HCoHHCoHHCoHHCHHCoHH Co |
{ DoHHDoHHDoHHDoHHDoHHDPoHHDoHHDoHHDoHHDoHUHDoHHDoHUHDoHH Do H
HEo HHEoHHEoHH EoH |n_p|ace H{HEoHHEoHHEoHHEoHHEoH H Eo |
1T Yo HHYoHHYoHH YoH Operatlon HHYoHHYoHHYoHH YoHH YoH H Yo}
et Ul cTa} [eToH HFTo HEToH HEToH HETo H HFTo H HETo | H FTo

| I I I | | I | et || Hero Hlllero i Hero | Wer Yl e, |

I NiEANEA I EEIIER G EAY GAYGAY AN GA N GAR A
'l_.‘

: L : :
| I I I ] i ' I I | el Her H Her}
i i rll_.‘ i —_ i i i

I I I l lcTs -CT3—l-CT3*I-CT3*— IEANEAYGAYGARNEA!

T T T T T T T B T T T T T
el Heral el el el et et Het.H HetoH Hetoll el Heta | Het | e}

SA |L_SA SA SA SA |L_SA SA SA |L_SA SA SA SA SA SA
Shifter||Shifter||Shifter|[Shifter|[Shifter||Shifter||Shifter||Shifter||Shifter||Shifter||Shifter||Shifter|[Shifter||Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(B0,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)
CT3=XOR(D0! IO! NO,SO,XO)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)
CTo=XOR(Ao,Fo,Ko,Po,Uo)
FT;,=XOR(CT,,CTs")

CTo*=rot(CTo,1)
CT2=XOR(001 HO! MO! R01W0)
FT1=XOR(CT.,CTy)

CT,'= rot(CT,,1)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe TS, TSg TS TS0 TS11 TS12 TS13 TS14
HACHHAHHAHHAHHAHHA HHAOHHA HHAOHHAH A HHAHHA HIA H I AoH
HBoHHBoHHBoH {BoHHBoH{{BoHH {BoHHBo{H{BoHHBoH[{BoHHBoHYfH{BoHHFBoHHBoFH
TCoHHCOHHCOHHCoHHCoHHCOHHCOHHCoHHCoHHCoHHCoHHCHHCoHHNCo [ || Col
HDoHHDoHHDoHH{DoHHDoHHPoHHDoHHDoHHDoHHDoHHDoHHDoHHDoHHDoH H Do [
HEo HHEoHHEoH [ EoH |n_p|ace 1T HEoHHEoHHE HHEoHHEoHHEoHH EoH
T Yo HHYoHH YoH [ YoH Operatlon T HYoHHYoHHYoHHYoHHYoHH YoH |f Yo |
et Ul cTa} [erol HEmo H HEmoH HEToH HETo H HEToH HETo | HETo H H Fro f
| I I I | | I | et Hero HlletoHl Heto H IFm U el {Fr. |
I NiEANEA I EEINER NG N EAY GAYGAY AN GAYGANT GAY EGA!
'l_.‘

: L : : :
| I I I ] i ' I I | e, | Her H HerHiTFrs

i i rll_.‘ i —_ i i i i
I I I l lcTs -CT3—l-CT3*I-CT3*— IGATGAYGAYGAYGARNGEA!

T T T T T T T P — T T T T T T
el Heral| et H et | et Her |l HerH et H et} HeT.H Her | HerH et | Her.H Her.)
SA_|L_SA SA SA SA_|L_SA SA SA_|L_SA SA SA SA SA SA SA
Shifter|[Shifter||Shifter||Shifter|[Shifter||Shifter||Shifter|[Shifter||Shifter||Shifter|[Shifter||Shifter||Shifter||Shifter|[Shifter
4 XORs 1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR  1bit shift 4 XORs XOR 1bit shift XOR

One round of SHA-3

CT4=XOR(E01J01005T01Y0)
CT4=rot(CT4,1)
CT1=XOR(B0,Go,L0,Q0,V0)
FTo=XOR(CT4,CTy))

CT1'=rot(CTy,1)
CT3=XOR(D0! IO! NO,SO,XO)
FT,=XOR(CT5,CTy)

CT3'=rot(CT3,1)
CTo=XOR(Ao,Fo,Ko,Po,Uo)
FT;,=XOR(CT,,CTs")

CTo'= I'Ot(CTo, 1)

CT2=XOR(001 HO! MO! R01W0)
FT1=XOR(CT.,CTy)

CT,'= rot(CT,,1)
FT3=XOR(CT4, CTZ*)

15



Inhale: In-place read/write strategy

25 rows

6 rQqws

TSo TS; TS, TS; TS, TSs TSe TS, TSg TS TS0 TS11 TS12 TS13 TS14
HACHHAHHAHHAHHAHHA HHAOHHA HHAOHHAH A HHAHHA HIA H I AoH
HBoHHBoHHBoH {BoHHBoH{{BoHH {BoHHBo{H{BoHHBoH[{BoHHBoHYfH{BoHHFBoHHBoFH
TCoHHCOHHCOHHCoHHCoHHCOHHCOHHCoHHCoHHCoHHCoHHCHHCoHHNCo [ || Col
HDoHHDoHHDoHH{DoHHDoHHPoHHDoHHDoHHDoHHDoHHDoHHDoHHDoHHDoH H Do [
HEo HHEoHHEoH [ EoH |n_p|ace 1T HEoHHEoHHE HHEoHHEoHHEoHH EoH
T Yo HHYoHH YoH [ YoH Operatlon T HYoHHYoHHYoHHYoHHYoHH YoH |f Yo |
et Ul cTa} [erol HEmo H HEmoH HEToH HETo H HEToH HETo | HETo H H Fro f
| I I I | | I | et Hero HlletoHl Heto H IFm U el {Fr. |
I NiEANEA I EEINER NG N EAY GAYGAY AN GAYGANT GAY EGA!

T h T T | | T T

| I I I ] i ' I I | et H Her H e U Frs

i i rll_.‘ i —_ i i i

I I I l lcTs -CT3—l-CT3*I-CT3*— IGATGAYGAYGAYGARNGEA!

T T T T T T T P — T T T T T T
el Heral| et H et | et Her |l HerH et H et} HeT.H Her | HerH et | Her.H Her.)
SA_|L_SA SA SA SA_|L_SA SA SA_|L_SA SA SA SA SA SA SA
Shifter|[Shifter||Shifter||Shifter|[Shifter||Shifter||Shifter|[Shifter||Shifter||Shifter|[Shifter||Shifter||Shifter||Shifter|[Shifter
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Evaluation Methodology

Q Read and write latency:
o PyMTL3 and OpenRAM for generating SRAM arrays
o Synopsys Design Compiler for extracting latencies
o Latencies of ReRAM array from DESTINY simulator

Q Area and energy numbers simulated by DESTINY simulator

o Kilo Gate Equivalent (KGE) is used to decouple the area overhead from the
technology node

Q For apples-to-apples comparison between different designs
o Inhale and SHINE in 28nm ReRAM and SRAM are all evaluated

Jiang, Shunning, et al. “PyMTL3: A Python framework for open-source hardware modeling, generation, simulation, and verification.” MICRO’20.
Guthaus, Matthew R., et al. "OpenRAM: An open-source memory compiler." ICCAD’16.

Poremba, Matt, et al. "Destiny: A tool for modeling emerging 3d nvm and edram caches." DATE’15.

Nagarajan, Karthikeyan, et al. "SHINE: A novel SHA-3 implementation using ReRAM-based in-memory computing." ISLPED’19
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Future work is providing an end-to-end solution for loT security, and

supporting other cryptographic operations
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